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Scan of www.law.ntpu.edu.tw

Scan details

Scan information

Start time 2025-04-18T00:09:23.411560+08:00
Start url https://www.law.ntpu.edu.tw/

Host www.law.ntpu.edu.tw

Scan time 434 minutes, 44 seconds

Profile Full Scan

Server information Apache/2.4.57 (Debian)
Responsive True
Server OS Unix
Application build 25.3.250305133
Threat level
Acunetix Threat Level 1
~One or more low-severity type vulnerabilities have been discovered by the scanner.

Alerts distribution

Total alerts found 12
A Critical

2 High
~ Medium

v Low
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R4 2024-03-29 09:00 HiTm » OS: Unknown of FFAREE 158214
#Ek: 2024-03-29 09:34 completed « Server: Apache/2.4.37 (rocky) ff #3815 :428
#3358 OpenSSLi1.1.1g o] HOEEER S
« Technologies: PHP
- EENMER

SaRAEEEA
2 3 4 5 8 7 »

EoE] FERES BREEH
1 Lodash Other Vulnerability R

Versions of lodash lower than 4.17.12 are vulnerable to Proto B 1.1

type Pollution. The function defaultsDeep could be tricked int :

o adding or modifying properties of Object prototype usinga &%

constructor payload. CVE-2019-10744 https://nvd.nist.govivuln/detail/CVE-2019-1

0744

2 “WordPress Server-Side Request Forgery 7

WordPress is prone to a server-side request forgery vulnerabi i 1.1

lity. An attacker may leverage this issue to make the vulnerab ’ .

le server perform port scanning of hosts in internal or external lock/Turn off acc.ess to XMLRPC/pingbacks as per research

rs recommancdation

networks; other attacks are also possible. WordPress version

s ranging from 3.7 and up to (and including) 6.1.1 are vulnera =z

ble. ttps://blog.sonarsource.com/wordpress-core-unauthenticate
tl-blind-ssrf/ https://blog.sonarsource.com/wordpress-core-un
authenticated-blind-ssrf/ https.//sploitus.com/exploit?id=WPE
X-ID:C8814EBE-78B3-4F63-A1D3-6906A84C1F11 https://spl
oitus.com/exploit?id=WPEX-ID:C8814E6E-78B3-4F63-A1D3-

B6906A84C1F11
3 Lodash Improper Neutralization of Special Elements used %2
in a Command ("Command Injection') Vulnerability =i 1.1
B

Lodash versions prior to 4.17.21 are vulnerable to Command

Injection via the template function. B2 {(/(__'_ g _t..- i ﬂr, .*_. &

CVE-2021-23337 https://nvd.nist.govivuln/detail/CVE-2021-2
3337 \—- National Taipei University
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Technologies: Java/J2EE o FHOFEER
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1 Cross-site Scripting

i

-

Cross-site Scripting (XS8) refers to client-side code injection
attack wherein an attacker can execute malicious scripts into
a legitimate website or web application. XSS occurs when a
web application makes use of unvalidated or unencoded use
r input within the output it generates.

Malicious JavaScript has access to all the same objects as t
he rest of the web page, including access to cookies and loc
al storage, which are often used to store session tokens. If a
n attacker can obtain a user's session cookie, they can then i
mpersonate that user.<br/=<br/> Furthermore, JavaScript ca
n read and make arbitrary modifications to the contents of a
page being displayed to a user. Therefore, XSS in conjunctio
n with some clever social engineering opens up a lot of possi
bilities for an attacker.
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Adobe Acrobat Updater

a8

AT AER

P Adobe Acrobat (64-bit) (25.001.20435)

Windows Update
@ TIRTEREAMIAER

FrigEHR: X - L9 07:05

Java Update - Update Available

Java Update Available

Java 7 Update 01 is ready to install. Click the Install
button to update Java now. If you wish to update

Java later, click the Later button.
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