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Dark Web Informer &
@DarkWebInformer

I #BREAKING Allegedly, #Hunters has named a new victim.
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Country: #Taiwanill

Threat Actor: Hunters International
Company: Chicony Electronics

Industry: Computer Equipment & Peripherals
Revenue: $3.3 Billion

Data Stolen: 1.2TB

Ransom Price: Unknown

Date: 2024-04-15
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ARzs EEITERRZEINME - £ 2024/06/06 PHP G52 35h
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iRl Fi e imEI EEE Ol FERdSF e oL FUEREEB CVE-2012-1823 _Z /R - ArikEza EIEA,_:E}\(Argument
Injection )= X822 . Y32 TmPHP {GlfEs8 EFUIiT I T == =08E -

TEmiRlS=EE A =21 Windows fFZEE= =& py PHP AR=S - &855 ¢

PHP 8.3 REA<{EKFT 8.3.8
PHP 8 2 hEA<{EFS 8.2.20
PHP 8 1 Fe A {EHS 8.1 .29

EPHP 8.0 57 - PHP 7 Ul & PHP 5 B - o afte| - B S tE R a4 nL & I1E = a3
BEPHPE S 1373 #EsE Ak A4 - S BEENAHFERUEER2TS Atn -
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B & : 8028/PHP8028 = 27 md5 sha T (64 i) JRRELY
BO30IPHPEON ) md5 sha s (64 i) EREVALY At 0. 08 ) (64 i)

o 80,30/ PHP 8.0.30 é‘j 7 md5 shal T (64 bit) REIRLL)

S ER | 8.1.17/PHP 8.1.17 HEFEA d5 shal Wl 151 Mb
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o 8212/PHP8212 5~ md5 shaf T (64bt) IR

=K 8%

=X %N
ANative installer installs MariaDB, PHP, Perl, etc. directly onto your macOS system.

Bk 8%
Windows XP or 2003 are not supported. You can download a compatible version of XAMPP for these It supports intel (x64) or Apple M1 (arm64) CPUs.
platforms here.
tEJRiRI R= PR A == 857 Windows E3E Zz Y PHP ARAS - 8235

PHP 8.3 IEAd={K AT 8.3.8
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OWASP IOT Top 10

9945 ~ BRI B R B TR B S (Weak, Guessable, or
Hardcoded Passwords)

AL = IRTE (Insecure Network Services)

AL EMIRIEFRE N HE (Insecure Ecosystem Interfaces)

RZ LM EHH(Lack of Secure Update Mechanism)
FRALZ I EEZRAA L (Use of Insecure or Outdated)
A7 89BEFLRE (Insufficient Privacy Protection)
A2EZMERHEH MG F(Insecure Data Transfer and Storage)
ik = 52 BT (Lack of Device Management)

A2 ZHITERR R E (Insecure Default Settings)

ik~ B2 2 Z (b (Lack of Physical Hardening)
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Fortinet End of Service Life

https://www.topgun-tech.com/end-of-service-life/fortinet/

FortiGate-400D-USG
FortiWiFi-60D-POE
FortiGate-200D-POE
FortiGate-200D-POE-USG
FortiWiFi-92D
FortiGate-100D
FortiGate-60D
FortiGate-60D-LENC
FortiGate-300D-LENC
FortiGate-90D
FortiGate-90D-LENC
FortiWiFi-90D
FortiwiFi-90D-Gen2-J
FortiWiFi-90D-I
FortiWiFi-90D-K
FortiWiFi-60D-3G4G-VZW
FortiWiFi-60D03G4G-VZW-USG

FartiGate-AON-2G4G-VV7W

5/29/2023
6/24/2023
7/15/2023

7/15/2023

7/15/2023

7126/2023

9/23/2023
9/27/2023

10/11/2023
10/14/2023
10/14/2023
10/14/2023
10/14/2023
10/14/2023
10/14/2023
10/14/2023
10/14/2023

101412023
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FortiOS - End of Life Overview

https://community.fortinet.com/t5/Support-Forum/FortiOS-End-of-Life-Overview/m-p/301142

@ Danny Created on
L

Contributor

FortiOS - End of Life Overview

Edited on

02-24-2024 03:25 PM 02-24-2024 03:25 PM

Does Fortinet provide a general overview of EOL dates for all FortiOS releases like this?

Release | Released

9 months ago

4

(11 May 2023)
_— 1 year and 10 months ago
- (31 Mar 2022)
_— 2 years and 11 months ago
- (30 Mar 2021)
& 3 years and 10 months ago
== (31 Mar 2020)
o 4 years and 11 months ago
= (28 Mar 2019)
- 5 years and 11 months ago
i (29 Mar 2018)
5.x???

End of Engineering Support

Ends in 2 years
(11 May 2026)

Ends in 1 year
(31 Mar 2025)

Ends in 1 month and 6 days
(30 Mar 2024)

Ended 10 months ago
(31 Mar 2023)

Ended 1 year and 11 months ago
(28 Mar 2022)

Ended 2 years and 11 months ago
(29 Mar 2021)

End of Support

Ends in 3 years and 8 months
(11 Nov 2027)

Ends in 2 years and 7 months
(30 Sep 2026)

Ends in 1 year and 7 months
(30 Sep 2025)

Ends in 7 months
(30 Sep 2024)

Ended 4 months and 4 weeks ago
(28 Sep 2023)

Ended 1 year and 4 months ago
(29 Sep 2022)
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