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Scan details

Scan information
Start time

Start url

Host

Scan time

Profile

Server information
Responsive

Server OS

Server technologies

Application build
Threat level

Acunetix Threat Level 4

2026-03-12T00:11:29.168554+08:00

64 minutes, 59 seconds
Full Scan

Apache

True

Unknown

PHP

25.11.251107123

One or more critical-severity type vulnerabilities have been discovered by the scanner. A malicious user can exploit these
vulnerabilities and compromise the backend database and/or deface your website.

Alerts distribution

Total alerts found 287
/A Critical 16
A High 128
~ Medium 124
~ Low 13
@® Informational 6

AT ERES 258
FINE BN 4 7E & Pkl A9
I
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WRBEELEMN

WordPress Improper Neutralization of Special Elements used in an SQL Command ('SQL
Injection’) Vulnerability

Severity Critical
Reported by module /Scripts/WebApps/wordpress_7.script
Description

Before version 4.8.2, WordPress mishandled % characters and additional placeholder values in $wpdb->prepare, and thus
did not properly address the possibility of Plugins and themes enabling SQL injection attacks.l

I t =2z \is Z= Lo
mpac Bl B B oA [ B

Recommendation

References

CVE-2017-14723 (https://nvd.nist.govivuln/detail/CVE-2017-14723)

CVE-2017-14723 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-14723),
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2026-03-12 00:00 177 completed
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&

Seventy
Reported by module

WordPress Improper Neutralization of Special Elements used in a Command ('Command
Injection’) Vulnerability

Critical
IScripts/WebApps/wordpress_7 script

Description

The isMail transport in PHPMailer before 5.2.20 might allow remote attackers to pass extra parameters to the mail

command and consequently execute arbitrary code by leveraging improper interaction between the escapeshellarg
function and internal escaping performed in the mail function in PHP. NOTE: this vulnerability exists because of an incorrect
fix for CVE-2016-10033.

Impact

Recommendation

166

References

CVE-2016-10045 (https:/invd.nist. gov/vuln/detail/CVE-2016-10045)

CVE-2016-10045 (http//cve mitre org/cgi-bin/cvename cgi?name=CVE-2016-10045)

Affected items

Web Server
Details
wordpress v4.0-4.0

Request headers

EREH BARR
2026-03-12 01:22 )5
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e e — _ _ sse  mwEs PR —
2026-03-12 00:00 BATER completed 2026-03-12 01:22 | S
2025-02-10 00:00 ATk completed 16 118 124 13 5 2025-02-10 01:00 w5 TRy
oy wwururress Server-Side Request Forgery (SSRF) Vulnerability
Severity Critical
Reported by module /Scripts/WebApps/wordpress_7.script
Description
WordPress before 5.2.4 has alServer Side Request Forgery (SSRF) vulnerability|because Windows paths are mishandled
during certain validation of relative URLSs.
A y 52 217 == Ly =X 2 5
s RGBS E url 2ENEERE - ARSESEMH
7/— "'E
ﬂl Tn}% °
Recommendation =
I =52 /\ = (= =] =
fx 433 YN EN SR Cl18 45 Web fElfRas - Web 18R

References

& P11 J?ZIKKE/\E-EE’JWKIB!SZEK:”H@1 MAWEE -

CVE-2019-17670 (https://nvd.nist.gov/vuln/detail/l CVE-2019-17670)

CVE-2019-17670 (http://cve. mitre.org/cgi-bin/cvename.cgi?hame=CVE-2019-17670)

Affected items

Web Server

Details

wordpress v4.0-4.0

Request headers
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IPress Improper Privilege Management Vulnerability

Severity Critical
Reported by module /Scripts/WebApps/wordpress_7.script
Description
:;P{;glnil;]qiist,fglr?zs;}vgsixmIrpc-server.php in WordPress before 5.5.2 allows attackers to gain privileges by usin KXM L-RPC %_9&@%3@ HTTP 1%%% *D \
XML HEREIRTEFFE (RPC) #E -
impact S SR B VAT & 11 i I (E AR SR 04T R B
Recommendation EIZHW%%ET%TEEW% ° BE1%$§§%“&@E§
rm =t - BOZFR AP O - Al
References WordPress J8sZRUA xmlirpc.php 17
CVE-2020-28036 (htips:/nvd.nist.gov/vuln/detail/CVE-2020-28036) Z=imE X - BUSSRARINENE
CVE-2020-28036 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-28036), \Z‘E@Bﬁ /
AA
Affected items
Web Server
Details
wordpress v4.0-4.0
Request headers {( @ . i St x &I.
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